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Executive Summary

The following document outlines the process for monitoring that security and other
procedures and processes in place in the ICT Department are effectively being carried out
on a regular basis. This is to minimize risk to the Trust’s data and reputation, and to ensure
that disruption from system failures is kept to a minimum.

1.0 Introduction

The Trust uses a number of systems to monitor the various software and hardware devices
in use to ensure that they are secure, and that only authorized users are accessing them.
Also, these systems are used to monitor performance and help avoid or detect problems
when or before they occur.

2.0 Purpose

The purpose of this document is to describe the procedures, systems, frequency and
methods of monitoring specific applications and devices on our Trust network to maintain its
integrity.

3.0 Procedure

The procedure is described at Appendix A attached. The Assistant Director of IT will
ensure the procedure is followed, and the audit sheet regularly updated. Any issues will be
escalated to the CIO.

4.0 Monitoring

The Assistant Director of IT will report annually to the CIO on the audit programme. The
report will be reviewed by the CIO and submitted to the Digital Strategy Board. Any urgent
exceptions should be reported to the CIO as they occur, and any minor exceptions reported
at the monthly meeting.

Progress on resolution of any exceptions will be monitored via the monthly meetings within
the IT department.



Appendix A

Audit Program

Audit Entity Risk

Control Objective

Audit Test or Frocedure

Frequency

Number of
UsersiDevices

Ferformed
By

Date
Completed

Document
Reference

Reviewed
By

RemarksiComments

Authorization and Access Manageme

FPathorization of access bothe network
[&.g. file and print services, application

eview Frewall logs

Select a sample of users and obtain applicable
authorization Forms. Werify and record, through

Hardware and Software

If software is not upgraded periodically bo
newer versions the software will not have the

Ensure awareness and review of latest
software patches and reviews are

emote access availability.

Fiewview the patch and software upgrade process using

af virus outbreak, malizious damage ar
ompromised systems
Back-ups

If serverstdata are not backed up there is
considerable risk eq. hardware Failure,
accidental deletion, inadwertantly overwriting

ange 0 ol Po g
If change contrals procedures and proceszes
are niot followed there is arisk that production
systems are modified without adequate
planning and notification. This could

patentially cause outages to critical systems.

logs for activity.

Enzure backups are completed, all
datafservers are backed up, tapes are
=ent off site as per the schedule,

Enszure changes to production systems
follow the change control process and
are fully documented.

(Original of this spreadsheet can

be located on SharePoint.)

Fewview logs, perform sample restores

late=t ecurity upgrades thersfare making it E:::S;:i::;llsgh;en\.suz\:]iectﬂhfl?l:aupg[réaudiz§to :dSOLIbSefgrc:.;lhn:tn:\Hw:azse:«-ell as for non-kS software eq. Manthly 2 per site
more susceptible ko unautharized users. M P :

waluable enhancements and increased
fiices or seviers e’ coniderabl sk | TSUTS ABGS Softvars i updating on

the &% Server and end devices, Review | Check the logs on the &% server and update schedules. Monthly 2 per site

Festare afile Ianthly

Fiestare a directary Ianthly

FRestore an email Monthly

FRestore a mail boy Monthly ia
Festore 3 Public Falder item Manthly

Festare a SOLOE Ianthly

Festare a Yirtual Serser Cluarterly

Festore a Physical Server Cluarterly

Check Tape schedule [onthl

Check change contral log

Check email trails sent ta change control panel

distribution group Monthly nfa

Check for approvalfrejection emails

Access to the network should be servers, databaze servers)is exarmination of Forms, that the access request process Authorised
appropriately restricted bo reduce the risk of | appropriately restricted to reduce the risk approwal by appropriate department manager Cluarterly 5 Signatary
security breaches. of security breaches. The Mew User approval by IT Management Biequest
request is Followed and logged uzel is a current employes
Appropriately. new User process is Followed by the HelpDesk
Test current uzer lizks for all access levels to determine
Becess levels should be maonitored and tdhit on!g atl._lthonfzed ||;d|\.F-|duaIs halue e:ccess and Cluarterly .
granted to only those authorized individuals  |Ensure level of access is managed on a clermination ot neec of Acoess evel Bmm.
- . Check Adminiztrator Groups membership Monthly 5 Signatory
tovensure that only the appropriate personnel | scheduled basis .
Check. for users other than full time employees [FT, Eiequest
have access to the network, .
contract, external clientsfvendors) acces s leusl and Gluarterly




