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BACKGROUND

CONTEXT
East London NHS Foundation Trust (ELFT) is committed to working together with other organisations with the principal aim of providing high quality joined up care for service users.

Information sharing is a key element in enabling organisations to work together to deliver robust, cost effective and seamless services that contribute to improved services for service users. ELFT operates under a framework of common procedures and principles that all individuals, whether or not directly employed by the Trust, are expected to adopt to ensure a consistent, committed and managed approach to the use and sharing of information. 

This Third Party Access Agreement documents the specific actions and commitment required from partner organisations when access to ELFT information systems or premises is required. It specifies the actions necessary for successful completion of specific Third Party Access Agreements. 

A specific Third Party Access Agreement is required for each individual or group of individuals requiring access to ELFT information systems. 

This Agreement does not override any statutory requirements. 

This Agreement is legally binding and shall be governed in all respects by English law. English Courts therefore have the jurisdiction to settle disputes in connection with this Agreement.

SCOPE AND DEFINITION

This Agreement is relevant to circumstances whereby individuals are invited onto ELFT premises to access information in situ, including remote access, without removing it for use elsewhere. It is a specific detailed procedure for accessing information on ELFT premises, including circumstances where the information is accessed remotely. 

This Agreement does not cover circumstances where the Third Party wishes to subsequently remove information from ELFT premises or systems for use elsewhere at a later stage. This is outside the scope of the Agreement. A valid Information Sharing Protocol and supporting Subject Specific Information Sharing Agreement are required to support any ‘off site’ use of the Trust’s information. These shall be signed by both the Trust and the partner organisation, clearly specifying the handling, use and purpose of the information to be shared. 

‘Premises’ is used to refer to any building owned, leased or rented by ELFT. This term shall include remote working practices and may therefore be used to refer to any dwelling where Trust business is undertaken and to any systems (electronic or manual) where information is stored. Access to the whole or any part of the Premises shall not be exclusive to the Third Party but only such as shall enable the individual to carry out the work specified hereunder.

‘Third Party’ refers to anyone not directly employed by the Trust. A Third Party may be a Contractor, Employer, Organisation, or employees of that Organisation / Employer. Third Parties may be referred to as ‘Authorised Users’. 

A Third Party Access Agreement is required for each separate identified need or continuing need to access information on Trust premises. Agreement given to access information for a particular purpose will not therefore automatically be extended if the purpose changes or another need arises. This will be subject to a further documented Third Party Access Agreement, if appropriate.

AGREEMENT

This Agreement sets out the terms and conditions for Third Party access to ELFT electronic and manual information systems, and details the specific requirements for which access is required.

This Agreement is entered into to ensure compliance with relevant legislation, to ensure the protection of the data subject(s) and to maintain the integrity of the Trust’s information systems. 

This Agreement is between the Caldicott Guardian (referred to as the Access Controller), an equivalent post of seniority within the organisation seeking access, and the employees, volunteers or contractors accountable to that organisation (referred to as Authorised Users). 
GOVERNANCE

ELFT will oversee the accessing of confidential information under the terms of this Agreement. Where appropriate, identities of Third Party organisations or individuals may be shared with the Pan London Information Sharing Group. 

MONITORING AND REVIEW PROCEDURES

Both Parties to the Agreement will evaluate its use and effectiveness. The Trust reserves the right to alter or terminate the Agreement at any time.

Legal advice may be sought before any major changes are agreed.

Reports of actual and potential breaches will be part of the formal review process. Occurrence of breaches (actual or potential) may result in termination of the Agreement, either collectively or individually.

TERMINATION AND VARIATION

This Agreement shall terminate when the Authorised User(s) are no longer employed in their agreed role, or the termination of, or the completion of the purpose for which the Agreement was created, takes effect, whichever be the earlier.

ELFT may at any time, by notice in writing, terminate this Agreement, if the Authorised User(s) is / are in breach of any material obligation under this Agreement. 

In the event that any Party wishes to withdraw from this Agreement, that Party shall serve a notice, in writing, to the offices of the other Party of a date, not less than seven days from the date of the said notice, on which the Party proposes to exit the Agreement.

In the event that either Party wishes to vary any term of the Agreement, that Party will give notice in writing to the offices of the other Party, explaining the effect of and reason for the proposed variation. Upon receipt of such a notice, the Parties shall as soon as practicable, meet to discuss the variation. ELFT retains final sanction in respect of any proposed variation to this Agreement and at all times reserves the right to monitor, disconnect, refuse or revoke the Authorised User(s) access to ELFT information systems, at any time and without justification. Any evidence of suspected misuse on behalf of the Authorised User(s) will result in the access granted by this Agreement being immediately rescinded until further notice and pending full investigation by the Trust and / or Police. 

TRAINING

Authorised User(s) will be required to receive initial and ongoing training in the relevant system(s) to be accessed. Permission to access systems may be withheld until training has been completed to a satisfactory standard.

HUMAN RESOURCES

If the Authorised User(s) regularly attends ELFT to access data, Human Resources will maintain employee personnel files in the same way that records are held for any other ELFT employee, including the maintenance of training records. 

SECURITY CHECKS

All Authorised Users will be subject to security checks before permission is granted for access to ELFT systems. Failure of an individual to secure the correct level of security clearance will automatically result in permission to access the required information system being refused.

Security checks may also be carried out at regular intervals, or if a security or data protection breach is suspected to ensure continued protection of the Trust’s information.

REMOVAL OF AUTHORISED USERS

ELFT may order the removal from the Premises of any Authorised User who is in the reasonable opinion of the Caldicott Guardian or approved delegate (which shall be final) is not a suitable to be on the Premises. Where removal of an Authorised User is undertaken, this will be immediately confirmed in writing to the Third Party organisation and the Authorised User.

PURPOSE AND REQUIREMENTS

The Authorised User shall clearly state in Appendix 1 the purpose for accessing ELFT information, how that information will be used, any circumstances where it might be shared, and the effect of any potential refusal to allow access to the information. 

APPENDIX 1. PURPOSE AND REQUIREMENTS

	Third Party organisation details

	Name of organisation

	

	Headquarters address

	

	Third Party team details

	Name of department / team requesting Third Party access

	

	Address of team

	

	Name of contact responsible for team

	

	Email

	

	Phone

	

	Purpose for which access to information system(s) is sought

	

	Intended use of accessed information

	

	Information systems (if known) to which access is required

	

	Details of any subsequent information sharing arising from above access

	

	Implication of any refusal to allow information to be accessed

	


APPENDIX 2. RESPONSIBILITIES

1.0
The Third Party organisation agrees:

1.1 To abide by the Provisions of this Agreement.

1.1 To provide East London NHS Foundation Trust with all relevant information pertinent to the proposed Authorised User(s) as is necessary to maintain a comprehensive personnel file.

1.1 To ensure that any Authorised Users involved in accessing data as specified, are aware and familiar with the terms of this Agreement and sign it in acknowledgement of their undertaking to comply with it.

1.1 To ensure the security of any data by ensuring that all Trust information is handled, stored, retained, reviewed and archived or deleted in accordance with the Trust’s policies on records management. Any authorised retention shall be restricted to ensure that at all times the information is accurate, timely and not excessive.

1.1 To maintain the confidentiality of the data maintained, to not disclose the data to any Third Party, without the written consent of the Access Controller.

1.1 Not to employ the services of any sub contractors in connection with the processing of ELFT data, without the prior written consent of the Access Controller

1.1 To remedy any breach of this Agreement by an Authorised User by way of internal disciplinary procedures, in line with their contract of employment.

1.1 To indemnify the Chief Executive of the Trust, his officers and his agents, against any liability, including any claim, action, proceedings and costs relating thereto which are incurred against the Chief Executive as a result of the Authorised User’s breach of this Agreement.

1.1 To abide by the obligations of security and confidentiality imposed by the Parties by the Agreement, in full force after the expiry or termination of this Agreement.

1.1 To inform the Trust of any changes to the employment status of an Authorised User.

	On behalf of -------------------------------------------------------------------------------, I confirm I have read and understood this Agreement and hereby agree to the Terms and Conditions imposed therein

	Name: ----------------------------------------------------------------------------------------

Position: ------------------------------------------------------------------------------------

Signature: ----------------------------------------------------------------------------------

Date: ---------------------------------------------------------




2 The Authorised User agrees:

1.1 To abide by the provisions of this Agreement

2.2
To submit to an Enhanced CRB check (or other vetting procedure) if required. 

2.3
To abide by the conditions set out in the Information Governance and Information

Security Policy, Clinical Record Keeping Policy, Network, Email and Internet Policy and any other appropriate policies (to which access will be provided), in addition to ensuring full compliance with the terms of this Agreement.

2.4 To comply fully with the provisions of the Data Protection Act 1998, Human Rights Act 1998, the Caldicott Principles and any relevant protocols agreed between ELFT and the Authorised User’s employer, in accessing and using data contained on ELFT information systems

2.5
To acknowledge responsibility for the data from the time of access or collection

1 To maintain the security of any user ID or passwords by accessing systems using only those details and not allowing others to access systems through the use of those details.

1 To accept the possibility of personal criminal or civil liabilities and / or disciplinary proceedings should an offence be committed under the Data Protection Act 1998 or any other relevant legislation, through knowingly or recklessly acting outside the scope of this Agreement.

1 To not retain, extract, copy or in any way use or impart any data for any purpose other than specified in this Agreement.

1 To only use the agreed information system(s) and information abstracted for the purposes as specified above in Appendix 1.0, and not for any other reason without the prior consent of the Access Controller.

1 To abide by any reasonable conditions applied where the Authorised User is working regarding access to ELFT premises or information systems to ensure information security.

1 To only operate computer applications or manual systems that the Authorised User has been trained to use, and to ensure only technical equipment owned by ELFT is connected to the Trust’s network.

1 To undertake to seek advice and guidance from an appropriate ELFT official in the event there are any doubts or concerns about responsibilities of the authorised use of the data outlined in this Agreement.

1 To maintain the confidentiality of data obtained; data shall not be disclosed to any third party without the prior written authority of the Access Controller.

	I  confirm that I  have read and understood this Agreement and hereby agree to the Terms and Conditions imposed therein

	Name: --------------------------------------------------------------------------------------

Position: -----------------------------------------------------------------------------------

Email: ----------------------------------------------------------------------------------------

Phone: ---------------------------------------------------------------------------------------

Date: -----------------------------------------------------------------------------------------



	I  confirm that I  have read and understood this Agreement and hereby agree to the Terms and Conditions imposed therein

	Name: --------------------------------------------------------------------------------------

Position: -----------------------------------------------------------------------------------

Email: ----------------------------------------------------------------------------------------

Phone: ---------------------------------------------------------------------------------------

Date: -----------------------------------------------------------------------------------------



	I  confirm that I  have read and understood this Agreement and hereby agree to the Terms and Conditions imposed therein

	Name: --------------------------------------------------------------------------------------

Position: -----------------------------------------------------------------------------------

Email: ----------------------------------------------------------------------------------------

Phone: ---------------------------------------------------------------------------------------

Date: -----------------------------------------------------------------------------------------



	I  confirm that I  have read and understood this Agreement and hereby agree to the Terms and Conditions imposed therein

	Name: --------------------------------------------------------------------------------------

Position: -----------------------------------------------------------------------------------

Email: ----------------------------------------------------------------------------------------

Phone: ---------------------------------------------------------------------------------------

Date: -----------------------------------------------------------------------------------------




3 East London NHS Foundation Trust (the Access Controller) agrees:

1.1 To abide by the Provisions of this Agreement

3.2
To provide all training and materials necessary to the Authorised User(s) in the commission of their responsibilities under this Agreement.

3.3
To endeavour to update the Authorised User(s) of any changes to ELFT policy or procedure relevant to their responsibilities under this Agreement.

3.4
To ensure the maintenance of personnel records and training files in accordance with procedures for ELFT employees. 

3.5
To deal with any suspected or actual information and data protection security breaches in accordance with ELFT policy and procedures, in consultation with the Third Party organisation where appropriate.

3.6
To only grant to the Authorised User(s) permission to access those systems necessary to effectively perform the role being undertaken, as agreed in Appendix 1.0

3.7.1 To only grant access to ELFT networks once this Agreement has been ratified and the Authorised User has received appropriate training.

	I have considered this Agreement and agree to sanction the provision of access requested therein. In doing so, I hereby agree to the Terms of this Agreement

	Name: -----------------------------------------------------------------------------------

Position--------------------------------------------------------------------------------

Signature: -----------------------------------------------------------------------------

Date: -------------------------------------------------------------------------------------




4.0 Review

ELFT will review this agreement at regular intervals. The Trust will confirm in writing whether the Agreement and associated processes may continue. Should consent be withdrawn, The Trust will notify all interested parties. In this event the relevant Third Party shall be required to reapply for access if there is a continuing need to do so. 

	Date of commencement of Agreement: --------------------------------------------------------



	Date review required: ----------------------------------------------------------------------------------



	Approval granted: 

Name: -------------------------------------------------------------------------------------------------------

Position: ---------------------------------------------------------------------------------------------------

Signature: -------------------------------------------------------------------------------------------------

Date: ---------------------------------------------------------------------------------------------------------



	Date of next review: ------------------------------------------------------------------------------------
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