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1.           What happened?
Our community equipment services provider, NRS Healthcare, experienced a cyber-attack in late March/early April 2024. We have been having twice weekly meetings with NRS since that time.  We have, to date, been informed that no personal data for any user of the service, such as you, had been identified. 

In the past week or so however, we have been told that there may be a significant risk that individual service user’s personal data may have been taken and may be published.  

We understand this may be concerning for you and NRS is working hard to get details as soon as possible to identify if your data was compromised or not. If we find that it has been, you will be contacted directly.  

2.         What is the Council and NRS Healthcare done to manage the situation?
On identifying the issue in late March/early April 2024, NRS immediately shut down their systems, and implemented their business continuity plan including appointing external specialists to help understand the extent of the issue.  NRS notified the Council of the incident, NRS also informed the Information Commissioner’s Office (ICO) which oversees the safeguarding of information rights and the Police who are undertaking a criminal investigation. The Council’s Officers also reported to the ICO and Senior Management Teams within the Council.

3.           How could this happen?
The number and intensity of these cyber security incidents are increasing, affecting many organisations including those in the healthcare sector. The Council has been working closely with NRS to ensure we have up to date information on the level of risk to you as a service user.  

4.         What is the current position? 
NRS have been working to resolve matters and restore the service as swiftly as possible. The ongoing investigation has now identified that a number of files were stolen in the attack that are likely to contain personal data relating to our residents. We are still unclear whether your information was amongst those data taken.  if it is likely that your data has been compromised, you will be contacted directly. In the meantime, we are here to provide advice and guidance.



5.          What should I do to check if I have been a victim of fraud?
The following courses of action are recommended:
a) Inform your bank, building society and credit card company of any unusual transactions on your statements.
b) Request a copy of your credit file for any suspicious credit applications. Organisations such as Experian (www.experian.co.uk) and Clear Score (www.clearscore.com ) provide free credit reports.  
c) Report the incident to Action Fraud on 0300 123 2040 or you can use their online incident reporting or find additional help and support at www.actionfraud.police.uk
d) If you need more help, contact Citizens Advice helpline on 0808 22301133 or via their website: www.citizensadvice.org.uk 

6. Other Useful Information
Here is some other useful information from the National Cyber Security Centre (NCSC) if you receive any of the following and how to report it to them:
a) If you receive a suspicious text message, forward the message to 7726. This will allow your provider to track the origin of the text message and arrange to block or ban the sender if it is a scam. You can also report scam text messages to report@phishing.gov.uk and remember to provide a screenshot of your message.
b) Email scams, you can report any suspicious emails to report@phishing.gov.uk Please remember not to click on any of the links within the emails nor open any attachments. 

7.	Why are NRS contacting me?         
You will have been recently assessed by a clinician either at hospital or by Adult Social Care at your home and they have recommended some pieces of equipment to support you. The clinician should have explained to you or a family member the process that they use to order equipment for you and when you should be expecting NRS to visit you. NRS will contact you once they have received the order from the clinician to arrange a suitable time to visit you. Once an appointment has been agreed, NRS will send you a text message to advise you on the estimated time of arrival for the Technician.

NRS will never ask you to provide payment details. If you are asked for any sort of payment, then it is a fraudulent activity. Do not provide any financial information.

8.	How do I contact NRS Healthcare?
If you need an urgent repair or require a collection of your equipment, please contact NRS Customer Services on 0300 100 0253 and then follow the menu of options or email enquiries@london.nrs-uk.net Once an appointment has been agreed, NRS will send you a text message to advise you on the estimated time of arrival for the Technician.



9.         How will I recognise NRS Healthcare if they attend my home?
All NRS staff must wear NRS uniforms and carry identification badges, which they must show you before entering. All NRS vehicles are liveried, please see the example below: 

[image: A row of white vans

Description automatically generated]

10.	 Key Safes
If you have a key safe installed, it is advisable to change your key safe code regularly. Instructions have been included in the attached PDF manufacturers user guide.


 
Alternatively, you can contact the Key Safe Company for help and support through any of the following ways:
· Contact the Key Safe company call centre on 0330 363 0303. The call centre is open Monday – Friday 9am to 5pm.
· Email: hello@keysafe.co.uk
· Live chat facility at www.keysafe.co.uk

11. 	If you require any further advice about this issue? 
Please contact Tower Hamlets Connect by calling 0300 303 6070 or by emailing enquiry@towerhamletsconnect.org
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Supra C500 Pro User Guide

Push-button Combination KeySafe™
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A. Setting your combination

e There is no preset combination on your Supra C500 Pro. Select your own combination.
Each number/letter can only be used once.
e Do not use a combination that can be easily guessed

1. Hold the clear plastic tab and pull open the weather cover.

2. Press down on the CLEAR button.

3. Turn the OPEN handle clockwise 180° to open the lid.

4. Slide the plastic instruction card on the lid towards the hinge of the KeySafe and remove
the card.

5. There are ten numbered buttons and two lettered buttons with arrows on the back of the
lid. Arrows pointing away from the hinge are OFF and are not part of the combination. Arrows
pointing towards the hinge are ON and are part of the combination.

6. With the KeySafe open, turn the open handle counter clockwise 180°, back to the locked
position.

Important! The OPEN handle must be in LOCKED position before the code can be changed.
Forcing the setting buttons when in the OPEN position may damage the KeySafe and void the
warranty.

7. Use the code change tool on the plastic card provided to set the combination.

Note: Do not use a screwdriver!

To add a number or letter to the code, use the code change tool to push in the grooved arrow
by the number/letter you wish to set. Turn 180° until the arrow pops back up completely and
the arrow points in the ON direction. To remove a number or letter from the code, use the code
change tool to push in the grooved arrow by the number/letter you wish to set. Turn 180° until
the arrow pops back up completely and the arrow points in the OFF direction.

8. Place the plastic card over the back of the lid and slide back into place.
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B. Testing your combination

1. Make sure OPEN handle is in the locked position. If not, turn OPEN handle counter-clockwise
until it's in the locked position. On the front of the KeySafe, press only the buttons in your
combination. Press each button in until it clicks. If you press the wrong button, push down on

the CLEAR button and enter your code again.
2. Turn the OPEN handle clockwise 180° to open. If the combination is set correctly, the OPEN
handle will turn fully and the locking bolt will retract. If not, push down the CLEAR button and

refer to section A. Setting your combination.

B.1

C. Mounting the Supra C500 Pro

1. Press down on the CLEAR button and enter the combination set in Section B.

2. Turn the OPEN handle clockwise 180° to open the lid.

3. Use the mounting template to position the holes so they are as close to the center of the
brick as possible. Do not install screws into mortar since this will weaken the mounting.

4. Use the mounting template to drill four mounting holes using a 5mm masonry drill bit to a
depth of at least 7mm deeper than the length of the screw.

5. Clean out dust and debris from all holes.

6. Position the KeySafe on the four holes and drive the screws directly into the brick.
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Note: You must use the included size 6x60mm masonry screws provided and install the
Keysafe into brick or concrete to maintain the LPS 1175 security certification.

When mounting on a rendered wall, the maximum thickness of the render cannot exceed
10mm.

Note: a rendered substrate is not covered within the approval to LPS 1175.

Note: Do not mount KeySafe closer than 6” or 15cm to the corner of a masonry surface. Make
sure KeySafe is mounted flush with masonry surface and the masonry screws are only installed
directly into brick. Never install masonry screws into mortar. Minimize all gaps between back
of KeySafe and masonry surface.

7. Tighten the screws until the heads are snug against the back of the KeySafe. Be careful not to
over tighten the screws.

D. Opening and closing your key safe

1. Press down on the CLEAR button.

2. Enter the combination. If you enter an incorrect combination, press down on the CLEAR
button to reset the buttons and reenter the combination.

3. Turn the OPEN handle clockwise 180° to open. When you turn the handle, the combination
will clear.

Note: The open handle is designed so it cannot be forced open. If an incorrect code is entered
and the handle is forced, the handle will unlatch from the locking mechanism and turn freely
without opening. To reset the handle, turn it all the way back to the locked position where it
will snap back into place.

4. To relock, close the lid and turn the OPEN handle counter-clockwise 180° back to the locked
position.
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Parts included

Supra C500 Pro, 002049 includes:

Masonry mounting kit

10102698G1-01

Code change tool

Tools needed

Accessories &
replacement parts

Item

Part #

Weather cover

10102726P1

Code tamper plate

10102703G1

Masonry mounting kit

10102698G1-01

Key cover

10102725P1

e Drill
e 5mm masonry drill bit
e Torx T30 screwdriver

Limited Warranty

Carrier (“CARRFS") warrants that this product will be free of defects in material and workmanship
for one year (two years in Europe) from the date of purchase. This warranty is limited to repair
or replacement at CARRFS’ option. This warranty does not cover forgotten or incorrectly set
combinations. Damage caused by modification, abuse or misuse, wear and tear, improper
installation, application, storage, or fault or negligence of a party other than CARRFS are not
covered. CARRFS will not be responsible for labor costs of removal or reinstallation of products.
The repaired or replaced product is then warranted under the terms of this limited warranty for
the balance of the term of the

warranty or for 90 days, whichever is longer. CARRFS MAKES NO OTHER WARRANTY,
EXPRESS OR IMPLIED, OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
IN NO EVENT SHALL CARRFS BE LIABLE FOR LOSS OF USE, LOST PROFITS, THEFT,
PROPERTY DAMAGE, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES. To obtain
repair or replacement information under the terms of this warranty, please contact your local
supplier.

5 Supra C500 Pro User Guide key





Ve
petter
ves

keysafe

Thank you

If you have any questions, please email us at:

hello@keysafe.co.uk

www.keysafe.co.uk
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