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30 August 2024

Our reference: FOI DA5519

I am responding to your request for information received 31 July 2024. | am sorry for the
delay in responding to your request. This has been treated as a request under the Freedom
of Information Act 2000.

I am now enclosing a response which is attached to the end of this letter. Please do not
hesitate to contact me on the contact details above if you have any further queries.

Yours sincerely,

Information Rights Coordinator

If you are dissatisfied with the Trust's response to your FOIA request then you should contact us and we will arrange for an
internal review of this decision.

If you remain dissatisfied with the decision following our response to your complaint, you may write to the Information
Commissioner for a decision under Section 50 of the Freedom of Information Act 2000. The Information Commissioner can be
contacted at:

Information Commissioner’s Office
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Tel: 0303 123 1113
Web: www.ico.org.uk

Please note that the data supplied is not allowed to be re-used and/or published without the explicit consent of
East London NHS Foundation Trust. Please contact the signatory to request permission if this is your intention
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Request:
Question 1: What software solutions do you currently use for mobile security?

Answer: The Trust has reviewed question 1 of your request for information under the
Freedom of Information Act (FOI) 2000.

Section 31(1)(a) of the FOI Act states:

31(1) Information which is not exempt information by virtue of section 30 is
exempt information if its disclosure under this Act would, or would be likely to,
prejudice

(a) the prevention or detection of crime,

The information requested, if released into the public domain, could have the
potential to identify weaknesses within the Trust’s digital infrastructure, leaving
it open to cyber threats. For this reason, an exemption has been applied.

Question 2: How many users do you currently have enrolled on any of the mobile
security solutions you are currently using?

Answer: The Trust has reviewed question 2 of your request for information under the
Freedom of Information Act (FOI) 2000.

Section 31(1)(a) of the FOI Act states:

31(1) Information which is not exempt information by virtue of section 30 is
exempt information if its disclosure under this Act would, or would be likely to,
prejudice

(a) the prevention or detection of crime,

The information requested, if released into the public domain, could have the
potential to identify weaknesses within the Trust’s digital infrastructure, leaving
it open to cyber threats. For this reason, an exemption has been applied.

Question 3: When does the current contract for mobile security solutions expire?

Answer: The Trust has reviewed question 3 of your request for information under the
Freedom of Information Act (FOI) 2000.

Section 31(1)(a) of the FOI Act states:

31(1) Information which is not exempt information by virtue of section 30 is
exempt information if its disclosure under this Act would, or would be likely to,
prejudice

(a) the prevention or detection of crime,

The information requested, if released into the public domain, could have the

potential to identify weaknesses within the Trust’s digital infrastructure, leaving

it open to cyber threats. For this reason, an exemption has been applied.
Question 4: Do you have a BYOD policy?

Answer: The Trust does not have central policy for BYOD.

However some guidance can also be found here — page 4
https://www.elft.nhs.uk/sites/default/files/2023-
05/Mobile%20Device%20Policy%204.0%20%281%29.docx

Are personal phones allowed to access confidential information?

We promise to work together creatively to: learn R . . .
‘what matters’ to everyone, achieve a better quality Chief Executive Officer: Lorraine Sunduza

The LT ©f life and continuously improve our services. Chair: Eileen Taylor
Promise  we care . We respect . We are inclusive


https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.elft.nhs.uk%2Fsites%2Fdefault%2Ffiles%2F2023-05%2FMobile%2520Device%2520Policy%25204.0%2520%25281%2529.docx&data=05%7C02%7Celft.foi%40nhs.net%7Cb877b6fa0ed54d32c81b08dcc83d7e89%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C638605413635855608%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=z%2BsxESjzHeEJGWKsBJDe%2Bh7cz55SPmxYIRbb4VOqYXw%3D&reserved=0
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Please note - different teams will have different local arrangements in place
dependent on the service. The attached policy — Appendix 1 gives some
guidance on personal phones for service users and visitors . This policy is
currently undergoing a review.

Question 5: Do you have forensics capabilities and/ or mobile threat analysis in the
same mobile security solution you are using or do you use another
solution? If this is the case, what is the name of this vendor and how
many users do you currently have for mobile forensics and mobile threat
analysis? What is the value of the contract and when is it up for
renewal?

Answer: The Trust has reviewed question 5 of your request for information under the
Freedom of Information Act (FOI) 2000.

Section 31(1)(a) of the FOI Act states:

31(1) Information which is not exempt information by virtue of section 30 is
exempt information if its disclosure under this Act would, or would be likely to,
prejudice

(a) the prevention or detection of crime,

The information requested, if released into the public domain, could have the
potential to identify weaknesses within the Trust’s digital infrastructure, leaving
it open to cyber threats. For this reason, an exemption has been applied.

Question 6: Could you please provide the name, phone number and email address of
the person responsible for your cybersecurity budget?

Answer: Philippa Graves, Chief Digital Officer.
Tel: 0207655 4000
Email: philippa.gravesl@nhs.net

We promise to work together creatively to: learn R . . .
‘what matters’ to everyone, achieve a better quality Chief Executive Officer: Lorraine Sunduza

The LT ©f life and continuously improve our services. Chair: Eileen Taylor
Promise  we care . We respect . We are inclusive


mailto:philippa.graves1@nhs.net

